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Welcome to the
Autumn 2021 edition
of SMART Life

With 2021 now in full swing, people are starting to feel more optimistic about a return to ‘normality’, as
a COVID-19 vaccine rolls out across Australia. It’s also an important time to think about your financial
situation and some of the opportunities that are on the horizon.

Staying one step ahead
of cybercrime

With some of the world’s largest
and most reputable organisations
falling victim to cyber attacks, it's
time

to take a fresh look at what you’re
doing to protect your own per-
sonal and financial data. We
also look at some of the biggest
threats in 2021 and what you can
do to be prepared.

Mind the gap: Will the
super guarantee rate
increase?

From 1 July 2021, the amount
of super paid to you by your em-
ployer is legislated to increase.
However, with the Federal Gov-
ernment reportedly reconsidering
July’s super guarantee increase,
we look at the potential impact of
leaving the rate unchanged — and
what it could mean for your retire-
ment.

Jumping on the electric
bandwagon

As the number of EVs on the road
reaches critical mass, and more
governments and business invest
in recharging infrastructure, the
EV revolution is only set to ac-
celerate. Electric vehicles aren’t
just popular with environmental-
ists — they’ve become share mar-
ket darlings too. So what are the
market forces driving the electric
vehicle revolution, and what does
it mean for consumers, investors
and the planet?




Staying one
step ahead of
cybercrime.

With some of the world’s largest and most reputable organisations falling
victim to cyber attacks, it’s time to take a fresh look at what you’re doing
to protect your own personal and financial data.

The SolarWinds cyper attack is “the largest and most sophis-
ticated [cyber] attack the world has ever seen”, according to
Microsoft President Brad Smith.1 Reported to have affected
companies as large and secure as Microsoft, Cisco and Intel,
as well as US government agencies including the Pentagon.
Closer to home, our financial services corporate regulator,

the Australian Securities and Investments Commission (ASIC),
recently fell victim to a software breach that also hit the Re-
serve Bank of New Zealand.2

High-profile attacks like these highlight the growing risks of
cybercrime, and the importance of acting now to protect your
data as well as your clients’ information. Here are some of the
most common threats you need to be aware of, and the steps
you can take to protect yourself.

The biggest threats in 2021

Remote working
The threat

With many Australian workers continuing to work remotely
without the benefit of on-site IT support, secure servers and
hardened networks, it brings increased security risks.

What you can do about it

e If you or your staff are working from home, make sure
everyone has enabled automatic software and security
updates.

e Install reputable and reliable anti-virus programs and keep
them up-to-date.

e Use strong ‘passphrases’ instead of passwords and use
a different one for each website and app.

e Use a trusted and secure wi-fi source.

e Activate two-factor identification for employees accessing
office systems.

e Use secure teleconferencing and messaging services,
and be aware of services such as Zoom having possible
security vulnerabilities.3

Pandemic-related phishing
The threat

Cybercriminals have taken advantage of the pandemic to
send a higher volume of phishing emails to unsuspecting
victims. Phishing emails entice users to click on a link, open
an infected attachment, or enter passwords and other per-
sonal information in a web page disguised to appear legiti-
mate. They include emails purporting to be from government
agencies, workplace systems or software providers, as well
as financial institutions.

What you can do about it

e Never open an email or click on a link sent from a source
you can’t verify.

e ook for emails where the sender’s name doesn’t appear
to match their email address, and links that aren’t what
you expect — for example, a URL similar to the real web
address of a company, but with some tell-tale differenc-
es.

e Be wary of ZIP files, which can be used to disguise
ransom- ware and malware, Microsoft Office files, which
can contain embedded macros, and PDFs, which can
be used to create and run JavaScript.4

e Be careful of organisations asking you to update or
confirm personal details like passwords or PINs in direct
messages.

e Remember that most banks will never ask for your bank-
ing information by email or text message, or ask you to
click on a link to sign into your online banking.

1 Reserve Bank of Australia (2019), How Australians Pay Snapshot — 2019 Consumer Payments Survey,
Reserve Bank of Australia website, accessed 3 November 2020.

2 Roy Morgan (2020), Apple Pay drives contactless mobile payment increase; older Australians might need

a nudge, Roy Morgan website, accessed 3 November 2020.
3 Australian Payments Network (2020), Device statistics: Number of ATMs and POS devices in Australia,
Australian Payments Network website, accessed 3 November 2020.

4 Will Martin (2017), An economist at one of Europe’s biggest banks tells us why there’s ‘no need’ for a fully

cashless society, Business Insider Australia website, accessed 3 November 2020.
5 Jack Derwin (2020), Cash use has plummeted, but Australians are holding more of it than ever. Here is
why we're not going cashless, Business Insider Australia website, accessed 3 November 2020.


https://www.rba.gov.au/snapshots/how-australians-pay-snapshot/
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https://www.auspaynet.com.au/resources/device-statistics%23:~:text=Globally,%20Australia%20has%20among%20the,comparison%20was%20just%20over%2030,000.
https://www.businessinsider.com.au/ing-economist-ian-bright-discusses-cashless-society-report-2017-4
https://www.businessinsider.com.au/ing-economist-ian-bright-discusses-cashless-society-report-2017-4
https://www.businessinsider.com.au/cash-ban-coronavirus-pandemic-australia-cashless-2020-9
https://www.businessinsider.com.au/cash-ban-coronavirus-pandemic-australia-cashless-2020-9

Will the super guarantee
rate increase?

With the Federal Government reportedly reconsidering July’s super guar-
antee increase, we look at the potential impact of leaving the rate un-
changed - and what it could mean for your retirement.

From July 2021, the amount of super paid to you by your
employer is legislated to increase.

Currently, the compulsory contribution rate is 9.5 per cent.
But from the start of the next financial year this is expected
to increase to 10 per cent — and then incrementally rise by
half a per cent each year.

By 2025, the super guarantee will peak at 12 per cent.
The increase is to help more Australians to earn enough
super to help fund a more comfortable retirement, while
also taking pressure off the government-paid age pension.

[t's not the first time the super guarantee rate has increased
— the last change was in 2014. But in the wake of the
COVID-19 pandemic, which has seen businesses struggle
and left many Australians unemployed, the government has
hinted it might freeze the upcoming super increase.



Superannuation is a long-term
investment.

So, over time, raising the super
guarantee rate can have a
significant impact on your future
retirement savings.

What a rate increase
could mean for you

What if the increase
doesn’t happen?

What to do if the super guarantee
doesn’t increase

Salary-sacrifice into your super

Make a personal contribution

Downsizer contributions

If you’re not sure if you’ll have enough
money to retire comfortably, let’s talk.
Super regulations are complex, but
we can help you navigate the rules, to
achieve financial freedom, now and in
the future.

5 The Association of Superannuation Funds of Australia, Super Balance De-
tective — ASFA Super Guru, 2021

6 Industry Super Australia, Your Super Guarantee » Industry Super, 2021

7 The Association of Superannuation Funds of Australia, Super Balance
Detective — ASFA Super Guru, 2021

8 Industry Super Australia, Your Super Guarantee » Industry Super, 2021

9 Ellie McLaughlin, Canstar (4 February 2020), Here’s how much super Auss-
ies need in their accounts right now to retire comfortably, accessed

17 February 2021




The electric bandwagon

Electric vehicles aren’t just popular with environmentalists - they’ve
become sharemarket darlings too. So what are the market forces
driving the electric vehicle revolution, and what does it mean for
consumers, investors and the planet?

7 January 2021 was a red-letter day on global
financial markets, when Elon Musk passed Jeff
Bezos to become the world’s richest person.10
The next day, Tesla’s market capitalisation surged
even higher to over US$800 billion — more than
most of the world’s biggest carmakers com-
bined.11 It was an extraordinary achievement for
the man at the forefront of the global electric vehi-
cle revolution.

Yet while Tesla is an electric vehicle (EV) pioneer,

it isn’t alone. Industry giants like Ford and General
Motors are rapidly catching up, with a succession
of new models set to be released over the next
few years.

General Motors has pledged to produce 30 new
global EVs by 2025, and to stop making pet-
rol-powered passenger cars, vans and SUVs
entirely 10 years later.12

Ford has promisedto make electric vehicles afford-
able to the masses, with a range of cars, vans and
pick-up trucks slated to cost between $28,000
and $100,000.13 As the number of EVs on the
road reaches critical mass, and more governments
and business invest in recharging infrastructure,
the EV revolution is only set to accelerate.

10 CNBC, Elon Musk is now the richest person in the world, passing Jeff
Bezos, 8 January 2021

11 Reuters, Tesla market value crosses $800 billion for the first time, 9 January

2021
12 General Motors, Our Path to an All-Electric Future
13 Drive, Ford’s bold plan to make electric cars affordable, 9 November 2020



EVs have become increasingly
attractive thanks to improved
batteries and greater availability
of charging infrastructure.

Businesses, consumers and
governments get on board

ying behind this rapid change in direction is a surge in sales,
as consumers jump on the electric bandwagon. In 2019,

2.1 million EVs were purchased globally — up two thirds from
2 years earlier.14 EV sales jumped 80% in the US in 2018 -
one of the world’s strongest markets, alongside China and
Europe. While COVID-19 has impacted more recent growth,
EVs have become increasingly attractive thanks to improved
batteries and greater availability of charging infrastructure.
Bloomberg New Energy Finance predicts that by 2040,

EV sales will make up nearly 60% of the global automotive
market.15

Helping to fuel this growing popularity are new government
regulations and subsidies as they seek to reduce carbon
emissions. Recent developments include the introduction
of new EU emission standards, US President Joe Biden’s
pledge to switch the American government vehicle fleet to
EVs, and several countries announcing plans to phase out
the sale of new petrol and diesel cars within the next 10 to
20 years, including the UK, France, Norway and the Nether-
lands.

With consumers and governments driving demand, busi-
nesses are investing rapidly — including energy companies
looking to pivot into new technologies. Bloomberg New
Energy Finance projects that 12 million public EV charging
points will be needed globally by 2040, up from fewer than
one million today, requiring an overall investment of about
$111 billion.16 That has seen companies like Shell and BP
buy stakes in charging networks, as they seek to diversify
from oil.

2 The appeal for consumers

So why are EV sales surging around the world? One of the
biggest drawcards is cost. While still relatively expensive to
buy, EVs are cheaper to ‘fuel’ and cheaper to maintain than
traditional petrol cars. And EVs themselves are also becom-
ing more affordable, largely thanks to the plummeting cost of
EV batteries, down around 43% since 2016.

In the past, sales were limited by ‘range anxiety’ — the worry
that even a fully charged electric car would run dry long be-
fore a petrol-driven car with a full tank. But this is becoming
less of a concern, with EVs now on the market in Australia
that can run for 500 kilometres on a single charge.17

3 Good news for the planet?

Underlying all of these changes is the global push to reduce
carbon emissions. And there is no doubt that EVs are an
important step towards a net zero emissions future. Yet that
doesn’t mean they are cost-free for the environment. There
are still questions over how ‘green’ the current EV batteries
really are, given their use of elements like lithium and nick-
el, both of which have been associated with severe mining
pollution and other environmental concerns.

And ultimately EVs are only as carbon-free as the energy
grids that power them. Which means that, unless we can
replace coal-fired power stations with renewables as we
electrify our vehicle fleet, the environment is still impacted.

What does it mean for
investors?

For investors, the EV revolution presents both opportunities
and risks. The huge investment already underway in EVs and
charging infrastructure has the potential to generate signif-
icant returns for investors over several decades — provided
they can identify the right investment vehicles.

Yet there are also risks for those who remain exposed to
traditional energy sectors, including the possibility of strand-
ed assets.

Already, Australia’s largest superannuation funds are divest-
ing from fossil fuels as they seek to reduce risk and honour
their commitment to achieving net zero by 2050.18 And
there are signs that individual investors are beginning to do
the same, with a record US$20.9 billion flows into US sus-
tainable funds in the first half of 2020.19

If you’d like to learn more about
responsible investment options, let’s
talk.

14 International Energy Agency, Global EV Outlook 2020

15 Forbes, Plugging into the future: The electric vehicle market outlook, 2020
16 Bloomberg Green, Electric Car Charging Stations Are Finally About To Take
Off, 2020

17 NRMA, Your questions answered — Electric Cars in Australia, 2021

18 Business Insider, Australian super funds are quietly divesting from fossil
fuels — but activists say they should convince companies to do better instead,
1 February 2021

19 CNBC, Sustainable investing is surging, 5 November 2020
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